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The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY iS SET TO EXPIRE 3 IVIONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

• If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 

- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent tenm adjustment. See 37 CFR 1 .704(b). 

Status 

1 )S Responsive to communication{s) filed on 09 August 2002 . 
2a)n This action is FINAL. 2b)H Tiiis action is non-final. 

3) 0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
Disposition of Claims 

4) ^ Claim{s) 1,3-7.10-14 and 18-32 is/are pending in the application. 

4a) Of the above claim(s) Is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) E1 Claim{s) 1,3-7,10-14 and 18-32 is/are rejected. 
?)□ Claim (s) is/are objected to. 

8) \3 Ciaim{s) are subject to restriction and/or election requirement. 

Application Papers 

9) n The specification is objected to by the Examiner. 

10)n The drawing{s) filed on is/are: a)n accepted or b)[Zl objected to by the Examiner. 

Applicant may not request that any objection to the drawing{s) be held in abeyance. See 37 CFR 1.85(a). 
11 )□ The proposed drawing correction filed on is: a)n approved b)n disapproved by the Examiner. 

If approved, corrected drawings are required In reply to this Office action. 

12) n The oath or declaration is objected to by the Examiner. 
Priority under 35 U.S.C. §§119 and 120 

13) 0 Acknowledgment is madeof a claim for foreign priority under 35 U.S.C. § 119{a)-(d) or (f). 

a)nAII b)n Some*c)n None of: 

1 .n Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (POT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 

14) 0 Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 1 19(e) (to a provisional application). 

a) □ The translation of the foreign language provisional application has been received. 

15) 0 Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 
Attachment(s) 

1 ) S Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) Paper No(s). . 



2) n Notice of Draftsperson's Patent Drawing Review {PTO-948) 5) Q Notice of Infomnal Patent Application (PTO-152) 

3) n tnfomfiation Disclosure Statement(s) (PTO-1449) Paper No(s) . 6) □ Other: 

U.S. Patent and Trademarlt Office — 

PTO-326 (Rev. 04-01 ) Office Action Summary Part of Paper No. 1 3 
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DETAILED ACTION 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1 .56 to point out the inventor and Invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 

consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 

prior art under 35 U.S.C. 103(a). 

1. Claims 1, 3-5, 7. 18-21, 23, 25-31 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Liao (US 6,292,833) in view of Shefi (US 6,445,794). 

As to claim 1 , Liao teaches a telecommunications network (figure 1 ) comprising: 
a customer premise equipment (106) coupled to a terminating network node 

(col.3, lines 21-36); 

an originating network node (108) connected to the terminating network node 
(106) via at least one other network node (104); and 
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said at least one other network node (104) equipped with a processor (col.4, 
lines 38-40) for transmitting a message to the customer premise equipment (106) via 
the terminating network node 

Liao fails to teach that the message indicating to a user of the customer premise 
equipment that a transmission was received over a non-private link subject to 
unauthorized interception. Shefi teaches that the message indicating to a user of the 
customer premise equipment that a transmission was received over a non-private link 
subject to unauthorized interception (col. 19, line 55-col.20, line 44). Therefore, it would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to provide the teaching of Shefi into the system of Liao in order to alert the mobile user 
the transmission subject to interception. 

As to claim 3, Liao teaches the telecommunications network of claim 1 wherein 
the originating network node alerts a calling party using a customer premise equipment 
coupled to the originating network node of presence of said non-private link (coi.1 1 , 
lines 34-40). 

As to claim 4, Liao teaches a method for providing secure transmissions in a 
telecommunications network (figure 1) comprising the steps of: 

establishing a route from an originating network node (108) to a terminating 
network node (106); 

determining whether at least a portion of the route includes an insecure link 
(figure 5, 510); and 
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responsive to the step of detemnlning whether at least a portion the route 
includes an insecure link (col. 1 1 , lines 20-40). Liao fails to teach prior to connection to 
said terminating network node, providing an alert of a security status of the route to a 
calling party using the originating network node. Shefi teaches prior to connection to 
said terminating network node, providing an alert of a security status of the route to a 
calling party (col. 19, line 55-co!.20, line 44). Therefore, it would have been obvious to 
one of ordinary skill in the art at the time the invention was made to provide the teaching 
of Shefi into the system of Liao in order to alert the mobile user the transmission subject 
to interception. 

As to claim 5, Liao teaches the method of claim 4 further comprising the step of: 
completing a call after the alert has been provided (figure 5, steps 510-516). 
As to claim 7, the combination of Liao and Shefi method of claim 4 wherein 
providing the alert includes issuing a message on an identification display associated 
with one of a station associated with the terminating network node and the 
calling party (Shefi, col. 19, line 55-col.20, line 44). 

As to claim 18, Liao teaches telecommunications system (figure 1) comprising: 
means for interconnecting a sender and recipient (102,110); and 
means for alerting the a sender and recipient when a call path is using at least 
one insecure link (figure 5, 512 or col.11, lines 12-16). On figure 5, Liao teaches a 
decision block 510 determines whether the connection being utilized is secure or 
insecure concerning the connection from the mobile device to the remote server or 
some portion thereof, when the decision block determines that the connection is not 
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secure, a secure indicator is reset 512 to insecure indicator and forward message to 
requesting mobile device indicating that the calling path is using at least one insecure 
link (col.11, lines 13-40). 

Liao fails to teach the sender is a calling party and the recipient is a called party. 
Shefi teaches the sender is a calling party and the recipient is a called party (col. 19, line 
55-COI.20, line 44). Therefore, it would have been obvious to one of ordinary skill in the 
art at the time the invention was made to provide the teaching of Shefi into the system 
of Liao in order to alert the mobile user the transmission subject to interception. 

As to claim 19, Liao teaches the telecommunications system of claim 18 wherein 
the call path traverses a packet data network (col.4, lines 38-40). 

As to claim 20, Liao teaches the telecommunications system of claim 18 further 
comprising means for determining whether an insecure link has been traversed (col.11, 
lines 16-20). 

As to claims 21 , Liao teaches the telecommunications system on claim 18 further 
comprising means for issuing insecure link alert signals to other elements in a 
telecommunications network (col.11. lines 16-28). 

As to claim 23, Liao teaches the telecommunications system of claim 18 wherein 
the call path traverses a cell network (figure 1). 

As to claim 25, Liao teaches a method for providing secure transmissions in 
a telecommunications network (figure 1) comprising the steps of: 

establishing a route from a sender to a recipient (a router from mobile 102 to 
remote server 110); 
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determining whether at least a portion of the route includes a non-private link 
subject to unauthorized interception (a indicate message fonA^ard to the mobile device, 
step 516 of figure 5); 

responsive to a positive result in said determining step, further determining 
whether a secure connection may be established between said sender and said 
recipient (a secure indicator message fonward to requesting mobile device at steps 510, 
514, 516 of figure 5); and 

responsive to a positive result in said determining step and a negative result in 
said further determining step, providing an alert of the insecure nature of the route to the 
sender (an Insecure indicator message forward to requesting mobile device step 512, 
516 of figure 5). 

Liao falls to teach the sender is a calling party and the recipient is a called party. 
Shefi teaches the sender is a calling party and the recipient Is a called party and 
providing an alert of the insecure nature of the rout to the user (col. 19, line 55-col.20, 
line 44). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide the teaching of Shefi into the system of Liao in 
order to alert the mobile user the transmission subject to interception. 

As to claims 26-27, the combination of Liao and Shefi teaches method of claim 
25 wherein said telecommunications network includes at least one intermediate node in 
said route from said calling party to said called party, and wherein step above thereof 
further comprises the step of: 
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transmitting a message including a security status request through each of said 
at least one intermediate node (Liao, Figure 6, shows a message including status 
request transmit from network gateway 612 through carrier network 614 to mobile 
device 616). 

Liao also teaches a message can be instead be supplied to the network gateway by 
remote server (intermediate node, step 503 of figure 5), if such node is insecure, 
receiving a message indicating such node is insecure (steps 512, 516 of figure 5). 

As to claim 28, the combination of Liao and Shefi teaches method of claim 25 
further comprising the step of: 

establishing a secure connection between said calling party and said called party 
(Liao teaches as soon as the secure connection Is establishes down load authorized 
sen/ice identities from network gateway, figure 2). 

As to claim 29, the combination of Liao and Shefi teaches the method of claim 25 
further comprising the step of: 

establishing a connection between said calling party and said called party despite 
a determination that a secure connection cannot be established (Shefi, col. 19, line 55- 
col.20, line 44). 

As to claim 30, the combination of Liao and Shefi fails to teach method of claim 
25 wherein said alert is provided to said calling party, and the method further comprises 
the steps of: 



Application/Control Number: 09/343,823 Page 8 

Art Unit: 2683 

receiving authorization from said calling party, after said calling party has 
received said alert, to maintain a connection between said calling party and said called 
party (col. 19, line 55-coL20, line 45). 

As to claim 31 , the combination of Liao and Shefi teaches the method of claim 25 
wherein said alert is provided to said calling party, and further comprises the steps of: 

receiving authorization from said calling party, after said calling party has 
received said alert, to establish a connection between said calling party and said called 
party (col. 19, line 55-col.20, line 45). 

2. Claims 6,10-12,14, 22 and 24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Liao and Shefi in view of Zicker et al (US 5,862,475). 

As to claims 6, 10-12,14, 22 and 24, the combination of Liao and Shefi teaches a 
method for providing security transmissions in communication network on claim 4 
above. The combination of Liao and Shefi fails to teach an alert in the system above 
including a distinctive ring at the recipient's station, an audible voice message, an 
audible tone, providing a periodic alert, a query screen on a 
personal computer, warning signals throughout the call and special parameters for a 
particular subscriber. Zicker teaches an alert in the system above including a distinctive 
ring (col.3, 13-20) at the recipient's station, an audible voice message (co.39, lines 42- 
47), an audible tone (col.40, lines 57-62), providing a periodic alert (col. 14, lines 34-38), 
a query screen (col.24, lines 35-44) on a personal computer, warning signals throughout 
the call (col.40, line 55-col.41, line 10) and special parameters for a particular 
subscriber (col. 15, lines 5-12). Therefore, it would have been obvious to one of ordinary 
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skill In the art at the time the invention was made to provide the teaching of Zicker Into 
the system of Liao and Shefi in order to provide a variety of mechanism for alerting the 
caller or recipient of the insecure nature. 

3. Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liao et al 
(US 6,292.833) and Shefi (US 6,445,794). 

As to claim 13, the combination of Liao and Shefi teaches a method for providing 
secure transmissions in a telecommunications network on claim 4 above. The 
combination of Liao and Shefi fails to teach that the system issues an alert when a 
previously secure route becomes insecure. However, it Is obvious that when the 
network site is insecure, then the network site will be denied by the system and an alert 
message will be issued. Therefore, it would have been obvious to one of ordinary skill 
in the art at the time the invention was made to provide alert message when a 
previously secure route becomes insecure into the system of Liao and Shefi in order to 
alert the mobile user when a previously secure route becomes insecure. 

4. Claim 32 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liao and 
Shefi in view of Galvin (US 6.134,315). 

As to claim 32, the combination of Liao and Shefi teaches the method of claim 
25. The combination of Liao and Shefi fails to teach establishing a new route between 
said calling party and said called party. Galvin teaches routing system for provide 
routing between calling party and called party {col.4, lines 10-2). Therefore, it would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
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to provide the teaching of Galvin into the system of Liao and Shefi in order to provide 
alternative new route between the calling party and called party. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DANH C LE whose telephone number is 703-306-0542. 
The examiner can normally be reached on 8:00AM-5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, WILLIAM TROST can be reached on 703-308-5318. The fax phone 
numbers for the organization where this application or proceeding is assigned are 703- 
872-9314 for regular communications and 703-872-9314 for After Final 
communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 



3900. 




WILLIAM TROST 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2600 




Danh C.Le 
October 23, 2002 



